
IB
M

S
C

R
 |

 V
o

lu
m

e
 2

, I
ss

u
e

 8
, A

u
g

u
st

 

JA
H

 | 
V

o
lu

m
e

 2
, I

ss
u

e
 8

, A
u

g
u

st
 

 

72 

JOURNAL OF AGRICULTURE & HORTICULTURE 
International scientific journal UIF = 8.1 | SJIF = 5.69 ISSN: 2770-9132 

JAH JAH 

 

JA
H

 | 
V

o
lu

m
e

 3
, I

ss
u

e
 4

, A
p

ri
l 

REASONS AND GROUNDS FOR MAINTAINING 
CONFIDENTIAL INFORMATION ABOUT THE VICTIM AND 

WITNESS IN CRIMINAL PROCEEDINGS 
Sh. Khaknazarov 

Higher School of Judges under the 
High Council of Judges of the Republic of Uzbekistan 

Head of Professional Skills Department  
https://doi.org/10.5281/zenodo.7836641  

 

 

 

Abstract. This article reveals the reasons and grounds for maintaining confidential 

information about the victim and witness in criminal proceedings in the Republic of 

Uzbekistan, briefly describes the regulatory legal acts used in the application of state 

protection measures. The opinions of various authors on the content of the legal doctrine are 

presented. The Institute for the safety of witnesses and ensuring the confidentiality of 

personal data of a witness is analyzed. 

Key words: criminal proceedings, victim, witness, information, secrecy, confidentiality, 

security, threat, foreign experience, national legislation. 

1. Introduction 

The confidentiality of information about the identity of victims and witnesses in foreign 

countries is regulated by international norms, laws, criminal procedure rules and industry, 

departmental and interdepartmental rules. At the same time, by decision of the investigator, 

investigator, prosecutor or court, in some cases, the personal data of the participants in the 

criminal process are kept secret, and in order to ensure the safety of the participants in the 

criminal process, the persons participating in the criminal process are assigned a fictitious 

name (pseudonym, identification number). 

Including the Universal Declaration of Human Rights (adopted by the UN General Assembly on 

December 10, 1948); European Convention for the Protection of Human Rights and 

Fundamental Freedoms (ETS No. 5, signed at Rome on 4 November 1950); Declaration of 

Basic Laws of the Court for Victims of Crime and Abuse of Power of 29 November 1985; 

Recommendation No. R (97) 13 of 09.09.1997 of the Committee of Ministers of the Council of 

Europe “on the issue of intimidation of witnesses and restriction of the rights of defense”; UN 

General Assembly Resolution 40/34 on the Protection of Human Rights and Victims of Crime 

and Abuse of Power (adopted May 24, 1990) and the International Convention for the 

Protection of All Persons from Enforced Disappearance (New York concluded on December 

12, 2006) and many other international standards. 

Article 270 of the Code of Criminal Procedure of the Republic of Uzbekistan specifies issues 

related to the basis for the application of security measures [1], which can be considered from 

several sides. Firstly, from the point of view of the nature of the information that constitutes 

the basis for making such a procedural decision. Secondly, the content of such information. 

Article 270 of the Criminal Procedure Code of the Republic of Uzbekistan is limited to 

providing sufficient information on this issue. This, in turn, was explained by the dangerous 

position of the victim, witness or other persons involved in the case, but was not determined 

from a legal point of view. 
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On this issue, V.A. Azarov said [2] that he considers the available evidence sufficient to ensure 

the safety of victims and witnesses and serves as the basis for making a procedural decision. 

In addition, incoming quick information will be displayed as landmark information. Various 

plans and tactics of actions are determined, but the decision taken cannot lead to a restriction 

of the rights and freedoms of participants in the criminal process. Other authors also suggest 

using verified information for quick searches [3]. 

The Law “On the Protection of Victims, Witnesses and Other Participants in Criminal 

Proceedings” states that the application of security measures is grounds only if there is 

information about the presence of a clear threat to the person being protected. 

   In most cases, the information of the criminal procedure law [4] is obtained from persons 

participating in the criminal process, that is, from victims, witnesses or suspects, by giving 

them explanations or interrogation. In operational-search activities, information is obtained 

in a secret way, that is, secretly, and is of a non-public nature. 

II. Analysis of the research results. 

The criminal process is a complex systemic legal structure, which consists of many specific 

elements and its various elements are interconnected. Such relationships are horizontal in 

nature, and the parties are equal when entering into a relationship. 

Keeping confidential information about the identity of the victim and witnesses may affect the 

rights of the suspect, accused, defendant participating in the criminal case, i.e. affect the 

administration of justice, lead to biased conclusions as a result of such activities. The question 

arises whether the applied preventive measure is reasonable and whether it contradicts the 

legitimate interests of the parties, of course, additional verification of the validity of the 

measures applied may be required. Such investigations are carried out within the framework 

of the criminal procedure law, as a general rule, such investigations are conducted publicly 

and publicly. AGAINST. Shadrin said: “Knowledge of a criminal case is knowledge of criminal 

procedure that needs to be proven [5]. 

Article 88 of the Criminal Procedure Code of the Republic of Uzbekistan confirms that if 

evidence is presented in the process of proof that does not meet the requirements of proof, 

such evidence will not be taken into account [6]. We do not completely deny that the 

information obtained as a result of search activities is obtained. That is, one of the 

requirements of the Criminal Procedure Code of the Republic of Uzbekistan is the mandatory 

participation in the criminal process of the relevant subjects, that is, the participation of state 

bodies and officials carrying out criminal proceedings, is indicated in Chapter 3 of the 

Criminal Procedure Code of the Republic of Uzbekistan [7]. When conducting studies of 

various information, it was noted that this evidence, if used to make decisions, is carried out 

only with the participants in this criminal process. 

Thus, if information is obtained as a result of investigative activities and this information is 

attached to the criminal case as evidence, the person making the procedural decision, that is, 

the person conducting the criminal case, is obliged to verify the evidence on the basis of 

criminal procedure rules. and its reliability. Only then will this information have probative 

force. 

Unfortunately, at present, in many cases, confidential witnesses are subjected to serious 

pressure. One of the main reasons for this is that the perpetrator threatens witnesses with 

intimidation, violence, force, destruction of property, or other illegal acts. The specific goals 

and methods of such an action may be different, but its main goal is the same, which, in turn, 
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consists in the refusal of the witness to cooperate with law enforcement agencies. In other 

words, the witness is left alone with his own security concerns. Often he experiences a huge 

psychological shock. Because in the current developed period, society and the legislature have 

not developed an effective mechanism for combating crime. 

In recent years, the skill and transparency of criminals require a new and high-quality 

approach to ensuring personal security, legitimate interests and rights of a person in the 

conduct of criminal cases. 

Thus, the basis for taking security measures and making appropriate procedural decisions is 

that the operational officer has sufficient and reliable sources of information. This source of 

information is not specified in specific laws, so the process can be obtained from the 

participant himself, that is, from the affected person, or from other persons. This information 

must be true, true and not false. Therefore, this information must be verified by criminal 

procedure norms and other means and methods. 

In addition to evidence obtained as a result of operational-search activities, the need to 

maintain confidentiality can confirm the identity of the victim and witness. At the same time, 

the information received should be based on procedural decisions. This or that procedural 

decision should be based on information, which is understood as the consistency of all 

available information and evidence when drawing conclusions. 

    In the legislation, the application of such security measures in relation to the victim and 

witnesses is considered as the need to protect operational-search activities. 

According to the law on search and rescue operations, information about the tactics of 

organizing and conducting search and rescue operations is a state secret, and information 

about persons providing assistance is also classified. Prosecutors ensure the confidentiality of 

information in the documents and materials submitted to them, supervise the implementation 

of laws by the bodies engaged in investigative activities. It can be disclosed only in cases and 

in the manner prescribed by law, only on the basis of a decision of the head of the body 

carrying out operational-search activities [8]. 

Disclosure of this type of information, that is, state secrets or official secrets, can not only 

harm a person, but also affect a citizen, the state and the constitutional system. Also, the 

established principle of justice may affect the rights and freedoms of man and citizen, 

including life and health. 

Therefore, participation in a criminal case as a secret witness is allowed if information about 

them is known to the bodies of the criminal process, and is allowed only if the information 

provided by them is verified in the manner prescribed by the Criminal Procedure Law. 

Procedural Code of the Republic of Uzbekistan. 

Thus, it can be said that the security measures provided for in Article 270 of the Criminal 

Procedure Code of the Republic of Uzbekistan are imperative. Other grounds are dispositive 

and are applied at the discretion of the investigator, inquirer and prosecutor. So, in our 

understanding, in order to participate as a secret witness in a criminal case, information about 

the threat must be known to the body conducting the criminal case, and this information must 

be verified in accordance with the Code of Criminal Procedure of the Russian Federation. The 

Republic of Uzbekistan. If, in fact, a participant in the criminal process is threatened by a 

criminal, such action or inaction should be recognized as a crime in the form of bribery, 

intimidation, death threats, causing harm to property or health, according to the Criminal 

Code of the Russian Federation. 
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Also, in article 270 of the Criminal Procedure Code of the Republic of Uzbekistan, the victim, 

witness or other persons participating in the case, as well as members of their families or 

close relatives, are punished with murder, use of force, destruction or damage to their 

property or other unlawful behavior. If there is sufficient information about that they are 

threatened with actions, the investigator, investigator, prosecutor, court are obliged to take 

measures to protect the life, health, honor, dignity and property of these persons, as well as to 

identify the perpetrators and bring them to justice [9]. 

In addition to the norms of the Code of Criminal Procedure, the Law of the Republic of 

Uzbekistan “On the Protection of the Victim, Witnesses and Other Participants in the Criminal 

Process” also states that the safety of persons participating in the criminal process and the 

confidentiality of information about them must be kept secret. According to this law, 

information about the existence of a clear threat of murder, the use of violence against him, 

the destruction of his property or damage to his property in order to apply security measures 

after receiving a statement (notice) about the existence of a threat to commit another illegal 

act in order to apply security measures or in relation to him Confirmed that it will be the basis 

[11]. 

Analyzing the above, at first glance it seems that the impact on the victim and witnesses is 

carried out only by the threat of committing a crime against such persons. However, the 

concept of "illegal", "extra-legal" does not include the concept of "crime", but also the threat of 

committing an administrative offense against a person. The difference lies in the fact that in 

the Criminal Code one can distinguish between the threat of committing a socially dangerous 

act, that is, dangerous threats that can be caused to a person and his interests as a result of 

dangerous actions or actions. 

In our opinion, it is also necessary to determine the state body that determines whether there 

is a real threat to the protected person. It would also be appropriate for a government agency 

for the government to guard or decide to identify such information. The real threat should be 

posed not only by the protected person, but also by the person making the decision to take 

security measures. 

Of course, this is subjective and depends on how the investigator assesses the current 

situation or the situation in the criminal case. 

IS. According to Ivanov, he mentions that "the methodology for determining the real threat is 

not designed to come to a consensus [11]." There are also no rules in the JPK law and 

regulations that define a real threat. In most cases, subjective circumstances affect, that is, the 

investigator in charge of criminal cases makes an assessment based on the criminogenic 

situation, determines whether there is a real threat or not. 

In the criminal procedural legislation, “an attack on a protected person with the threat of 

death, the use of force, the destruction or destruction of property” is used when establishing 

the presence of a threat to protected objects. The Criminal Procedure Code of the Republic of 

Uzbekistan states that security measures are applied “only if there is a danger of committing a 

dangerous act.” 

Legal scholars L.V. Brusnitsyn said that in Council of Europe Recommendation No. R (97) 13 

“On intimidation and protection of witnesses” of 1997, “intimidation” means the existence of a 

clear fact of the existence of a criminal organization that directly or indirectly and potentially 

influences witnesses through threats and revenge. used as an example [12]. 
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In itself, the threat in the legal literature means “there must be an external intention or 

purpose to kill the victim, witness, or destroy their property, or harm them, and it must 

always be aimed at intimidating persons and must be presented in any form understandable 

to this person. ". 

Representatives of criminal law science describe the concept of threat as a form of criminal 

acts with the following features: a way of expression, time of commission and reality [13]. 

Thus, the threat must be external and known to the victim. Reality refers to how the threat is 

perceived by the victim in the first place [14]. 

The reason for the danger for the addressee of the threat is that the threat can cause fear and 

psychological distress, which can lead to the victim or witness refusing to testify or to 

knowingly giving false evidence. A threat can be expressed verbally or as a result of an action. 

The problem of identifying "imaginary" threats may arise when determining the basis for 

ensuring the confidentiality of information about the identity of victims and witnesses. They 

can be expressed "quietly" behind the person or always next to him. In fact, such expressions 

are not prohibited by law. 

L.V. According to Brusnitsyn, he recommends the adoption of foreign security measures for 

the criminal process. That is, the accused or defendant says that it is necessary to warn the 

victim or witness by giving an order to refrain from illegal influence or to stay close to him 

[15]. We believe that such exposure reduces the likelihood of an attack on the victim or 

bystander. 

In connection with the above, L.V. Brusnitsyn's point of view deserves special attention. In his 

opinion, he notes that the investigator (victim, witness) should be given the opportunity to 

keep personal information confidential and prevent unlawful interference when there is a 

possibility of unlawful influence. He also stressed that the involvement of the accused or his 

entourage in organized criminal activity is the basis for the application of security measures 

[16]. Indeed, today the risk of unlawful influence on the victim and witness by an organized 

criminal group is increasing. 

In addition, according to foreign literature, in order to influence witnesses and fight against 

justice (accused, defendants), special lawyers are hired, such lawyers are hired to monitor the 

testimony of witnesses in court [17]. 

The possibility of violating the rights and legitimate interests of witnesses and victims can be 

confirmed by the facts of the impact of criminal proceedings on other participants. This can be 

done before or after the initiation of a criminal case. 

Thus, the facts indicating the possibility of unlawful influence on the victim and the witness 

include: 

1) involvement of the person held criminally liable in organized crime; 

2) detection of dangerous things that such persons (accused, defendant) may have, that is, 

detection of means of effective influence on the victim and witness (firearms, explosive 

devices, etc.); 

3) if it is established that the victims and witnesses were under the influence of such persons 

in previous cases (persons previously prosecuted) [18]. 

A. Y. Epikhin says that he also suggests that the importance of protected person data should 

be taken into account [19]. In fact, the Code of Criminal Procedure of the Republic of 

Uzbekistan does not specify the rules governing the use of pseudonymous testimony and 

information available to witnesses. 
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These cases may be subject to other forms of accounting, which may be in the form of 

statements or statements of claim, as well as by reflecting the relevant facts in the protocols of 

investigative and other procedural actions [20]. 

M. P. Fadeev notes that when giving pseudonyms to witnesses in criminal cases, the following 

rules must be taken into account. 

First, the witness must refrain from using a name similar to his real name. He must not be 

allowed to be identified by the name given to the witness by the accused [21]. 

Secondly, it is advisable that the name and title given to the secret witness belong to the 

opposite sex [22]. 

It is best to use Russian or English (middle core) if the relevant procedural documents are 

drawn up. In this case, not only personal information is kept secret, but also the gender of the 

protected person [23]. 

For example, the indictment may use the following characterization: “witness A testified that 

he saw the person who was abandoned” or “according to the testimony of the victim B, he 

recognized the accused.” 

In addition, providing the witness with an alias can also provide security. For example, 

witness number "1" and others. 

In order to ensure their rights, it is advisable to stipulate that information about a secret 

witness can be opened in a separate sealed and numbered envelope, and when this envelope 

is opened, only a certain narrow circle of authorized persons can open it. Epikhin and L.V. 

Brusnitsyn put forward this idea [24]. 

   If a confidential witness cooperates with the investigating authorities on a confidential basis, 

information about him cannot be disclosed as a general rule. About this I.A. Antonov and other 

scholars argue that if a witness cooperates with government agencies on a confidential basis, 

this information reveals a state secret. Information about them can be disclosed only with the 

consent of witnesses and in cases provided for by law [25]. 

In conclusion, we can say that it is advisable to apply security measures only if there is a real 

threat to the protected person and reasonable information, as well as if there is reliable 

information about the presence of a threat. 

The application of these security measures should be carried out only by an authorized 

person and on the basis of the consent of the head of the investigative body (head of the 

investigative body), and in exceptional cases it is necessary to make a decision by an 

independently authorized person without the consent of the management. Also, the 

application of these measures should not be for the purpose of collecting evidence in a 

criminal case, but it is advisable to use them from the point of view of the safety of persons 

participating in criminal proceedings. 

III. Conclusion 

Also, taking into account the above, we propose to make the following changes to the criminal 

procedural legislation: 

1. Security measures (participation under a pseudonym) should be applied not only to the 

victim and witnesses, but also to the investigator, investigator, prosecutor, judge; 

2. When grave and especially grave crimes are committed, the investigator, investigator, 

prosecutor or judge must warn the accused or defendant, victim or witness about refraining 

from taking measures to influence the accused; 
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3. It is necessary to provide an opportunity for the investigator, investigator, prosecutor and 

judge (victim, witness) to maintain the confidentiality of personal data, prevent unlawful 

interference and prevent unlawful influence in the initial part of the criminal case; 

4. If in previous crimes the accused or defendant committed illegal actions against the victim, 

witness and other participants in the criminal process, this may be the basis for applying 

security measures to the victim, witness and other participants in the criminal process; 

5. In certain serious and especially serious criminal cases (terrorism, subversive activities, 

encroachment on the constitutional order of the Republic of Uzbekistan), it is advisable to 

apply security measures to the victim, witness and other participants in the criminal process, 

even if there is no obvious threat; 

6. First of all, to determine the facts, risks and factors that create opportunities to influence 

the participants in the criminal process; 

7. Article 270 of the Criminal Procedure Code of the Russian Federation compelling the victim, 

witness or other persons participating in the case, an interested person to refuse to testify or 

to give knowingly false evidence; 

8. Application of security measures, such as recording (on video or audiotape) telephone 

conversations and other actions of protected persons, and consider the results as a separate 

reason and basis. 

In this sense, the procedural basis for the application of security measures can be considered 

as part of the information, and not the protocol of the interrogation. 
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