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AHHOTanmsa: B craTbe moApoGHO paccMaTPUBAKOTCS OCHOBHbIE KOMIIOHEHTBHI CETH
MO6UJIbHOU cBsI3u GSM, MpUHLMIOBI UX B3aWMOJENUCTBUS, MPOLECChl ayTEHTUPHUKALMHY, a
Takke QyHKuuU pasandHbix neHTpoB (HLR, VLR, EIR, OMS, NMC). B craTtbe npeacTaB/ieH
COCTaB JI0JITOCPOYHBIX U BpEMEHHbIX JaHHBIX, XpaHsiuxcs B cucteMax HLR (Home Location
Register) u VLR (Visitor Location Register). B HeM Takxe paccMaTpuBaeTcs, Kak
MHPopManusa o6 abOHEeHTax XPaHUTCHA B CeTH, KaK OHa OOGHOBJISAETCHS B 3aBUCUMOCTU OT
MEeCTOIOJIO)KEHHUS] MOOWJIbHBIX CTaHIUHK, a Takke MpoOIecchl ayTeHTUPUKAUUU U
mwnpoBaHus. B cTaTbe TakKe npeJcTaBJeH BCECTOPOHHUN 0630p BaXKHbIX poJiel, KOTOpble
CUCTeMbl ympaBjeHUs1 ceTsMH, Bkiwodasds OMS u NMC, wurparoT B obOecnedyeHHUH HUX
3dpdexkTuBHOU paboThl. OOBACHAITCA NPUHIUNBI B3aUMOJIENCTBUS 3THUX 3JI€MEHTOB U UX
BJIUSIHUE Ha JIpYTHe 3JIeMEeHTbl CUCTEMBI.

KmoyeBble cioBa: GSM, Mob6busibHas cBs3b, ayTeHTUdukanus, HLR, VLR, EIR, IME],
mudpoBaHue, ymnpaBieHue ceTblo, OMS, NMC, MoOusbHas CcTaHLMS, HAeHTUPHUKALHUS,
NPOTOKOJIbI, 6€3011aCHOCTH, ceTeBble LeHTPHI, EIR, BSS, IWF.

ANNOTATION: This article explains in detail the main components of the GSM mobile
communication network, their principles of interaction, authentication processes and the
functions of various centers (HLR, VLR, EIR, OMS, NMC). The article presents the composition
of long-term and temporary data stored in the HLR (Home Location Register) and VLR
(Visitor Location Register) systems. It also covers how subscriber information is stored in the
network, how it is updated depending on the location of mobile stations, and the
authentication and encryption processes. The article also provides complete information on
the important roles that network management systems, including OMS and NMC, play in
ensuring their effective operation. The principles of interaction of these elements and their
impact on other elements in the system are explained.

Keywords: GSM, mobile communication, authentication, HLR, VLR, EIR, IME],
encryption, network management, OMS, NMC, mobile station, identification, protocols,
security, network centers, EIR, BSS, IWF.

Ctangapt GSM (rsi06a/1bHasi cucTeMa MOOWJIBHOM CBSI3W) — OJiHA U3 COBPEMEHHBIX
UPPOBLIX CeTeW, TeCHO CBA3aHHas, npex/e Bcero, ¢ ISDN u IN (uHTen1ekTyanbHasA CETB).
['no6anbHas cucrtema cotoBor cBsizu UMTS (YHuBepcasibHasg cucTeMa MOOUJIBHON CBSI3U)
Oy/ileT UHTerpupoBaHa B MeX/AYHapOAHbIM CTaHAApT Ha OCHOBE pPa3BUTUS OCHOBHBIX
byHKIIMOHA/NbHBIX 3jieMeHTOB GSM. B 1990 roay 6blL1a omy6JiMKoBaHa mepBasgt ¢asa
cnegudukanuit GSM. K cepegune 1991 rozja 6bl1a HayaTa nojJiep>kka KOMMepUYeCKUX YCayT
GSM, a k 1993 roay B 22 cTpaHax JielicTBoBasio 36 ceTerd GSM, a 25 cTpaH NpUHSJIU pellleHne
o BHeapeHUr GSM uiu paccMaTpuBaid BO3MOXHOCTh ero BHeZpeHUud. B utoHe 1992 roza B
Poccuu 6b11 npuHAT ctaHgapt GSM B kayecTBe ¢efiepajbHOrO CTaHZApTa MOJABHXXHOU
M$pPOBOM CIYTHUKOBOU cucTeMbl cBs13U (MACT).
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C auBaps 1996 rozia Hayaslacb KOMMepUecKasi IKCIIyaTanus ceTy ctadaapta GSM (900
MI'y) B MockBe u o6usactu. Onepatopom cetu GSM B MocCKBe $IBJISIETCS KOMIIaHUS
«Mob6unbHble TeneCuctembl» (MTC). B nepBble fHUM KOMMepyeckoil pa6oTel MTC BnepBble B
Poccuyr 6bl1 OTKPBIT aBTOMAaTHYECKUHA POYMHUHI MOANUCOK ¢ aboHeHTaMu MAST ee ceTtel
craggapra GSM B lepmanuy, lBeiinapuu, ®unasauauu u AHraud. MTC coBMecTHO c
onepatopamMu ceteid GSM Apyrux peruoHoB opraHu3oBajsia co3jaHue ¢dejepasibHOU CeTU
GSM U ee MHTerpanuio C rj100aJbHOM CEThbI0 COTOBOM CBSI3W, OXBaThIBalolleld EBpony, A3uto,
ABcTpanuio u AQpuKy.

CorsiacHo omnpegeneHussMm MCI-T (MexayHapoAHbIM CO03 3JeKTPOCBS3U - CeKTop
CTaHJapTU3alUu 3JIEKTpocBA3U), ceTb GSM obecrneuuBaeT cieAdywoollee: Inepefadyy
MHPopManuu (ycayru KaHaja CBfI3U); OTOOpakeHHe HMHPoOpManuu (Teseycayru); MOryT
NpeAoCTaBAATh JONOJHUTEbHbIE YCAYTH.

Cucrema GSM — »sTo nudpoBasg cucTeMa MepeAayd JaHHBIX, 3aKOJAMPOBAHHBIX U
nepeJlaHHbIX B BUJie nuppoBoro notoka. OH TakKe NpeAOCTaBJSIET PAa3JUYHbIE YCJAYTH MO
nepefade AaHHbIX. A6oHeHTbl GSM MoryT obOMmeHMBaTbcd HHPOpMaLued C CeTIMHU C
KOMMYTal[Uel MaKeTOB U CETSIMU CBSI3M C KOMMYyTallMeld KaHaJIOB, MCNOJb3ysl pa3/iMuiHble
MeTO/lbl U NPOTOKOJIbI, aHAJOTUYHble TeM, KOTOpble HCHOJIb3YyIOTCca aboHeHTamMu ISDN
00bIYHBbIX TesiepOHHBbIX ceTed, Hanpumep, X.25 wiam X.32. Bo3mokHa mnepejaya
$aKCUMMUJIBHBIX COOOIEHUH, YTO OCYLECTBJISIETCS MPU UCIOJIb30BAHUM COOTBETCTBYIOLETO
ajantepa g  (QAKCMMWJBHOrO  anmapaTta. YHHKaJbHOM  o0cobeHHOCThio  GSM,
OTCYTCTBYIOLIeHM B AHAJIOTOBBIX CHUCTEMaX, fBJISIEeTCSA JBYCTOPOHHSASA Mepejaya KOPOTKUX
coobuenun (mo 160 6aiit) B Buge SMS (Short Message Service), nepefaBaeMbIX B peKUMe
O6ypepu3oBaHHbIX JaHHbIX. (o000lleHMe MOXeT ObITb OTHpPaBJEHO MOJy4aTeJlo,
ABJIAOIEMYC TNOANUCYMKOM SMS, a 3aTeM OTHNpPaBUTEN0 MOXET ObITb OTIPaBJIEHO
NOATBeEPXKJeHUe O mnosydyeHuU. KopoTkue cooOLieHHsI MOXXHO HCIOJIb30BaTh B peXUMe
IIMPOKOBELATEJbHONW PACChIIKY, HAIPUMep, /il yBeJOMJIeHHs] aOOHEHTOB 06 M3MEeHEHHUIX
JIOPO’)KHOM OOCTAHOBKHM B JJaHHOM pailoHe. B KauecTBe /JOMOJHUTEJIbHbIX BO3MOXXHOCTEHN
TeKylue QYHKLUUM ONUCBHIBAIOT YCJAYTd MO MepeAadye MHPOPMALMU U O0OeCrevyeHUI0 CBSI3U
(HanmpuMep, mepeajpecalydsl BbI3OBOB NPU HEBO3MOXXHOCTH COEJJUHEHUS C MOOUJIbHBIM
aboHeHTOM). OxHJaeTcs MOsIBJIeHHWE HOBbIX BO3MOXKHOCTEW, TAaKHUX KaK HJeHTUdUKaLus
BbI3bIBalOLlero aboOHEeHTa, OpraHu3alusl oyepejU BbISOBOB, OJHOBPEMEHHBIN PasroBOp C
HECKOJIbKUMU aOOHEHTaMHU U MHOTOE€ JIPYTOEe.

B cooTBercTBUM ¢ pekoMmeHzauusaMud SERT 1980 roma mo ucmnoJsib30BaHUKO CIEKTpa
4acTOT MOOWJIbHOM CBSI3U B JiMana3oHe 4acToT 862...960 MI'y ctanaapt GSM juis uudpoBoit
00l eeBpONEeNCKON COTOBOM CHUCTEMbl HAa3eMHOU MOJABMXKHOM CBfI3M 6a3upyeTcs Ha [JBYX
JuanaszoHax yactoT: 890...915 MI'u. MI'y (4191 nepegaTYUKOB MOOUJIbHBIX CTaHLMK — MS),
935..960 MI'y (a1 mepefaTYUKOB MOOWJIbHBIX cTaHUuM - MS), u 940..960 MIy (gas
nepeaTYuKOB MOOUJIbHBIX CTaHIIMKA — MS). PaboTa nepegatuukoB MI' (a/15 nepejaTuMKOB
6a30BbIX cTaHLUK - BTS) npeaycMoTpeHo.

Crangapt GSM wucnoJsib3yeT y3KOMNOJOCHBIM MHOKECTBEHHBIM JOCTYN C BPEMEHHBIM
pasgenenueM (NB-TDMA). CtpykTypa kaapa TDMA Bk/todaeT 8 BpeMeHHbIX UHTEPBAJIOB B
KaxxZ01 u3 124 HeCylux.

[l 3amuThl OT OWIMOOK B paJvOKaHajlax Mpu nepegade HHGOOPMaALMOHHbIX
coOoOLeHUN NpUMeHsieTcsl OJIoOUHOe U IepeMexawlleecsl KOJAUPOBAaHHE CO CMeEL|eHUEM.
dddekTUBHOE KOAHMPOBAHUE MPU HU3KOW CKOPOCTU NepeMelleHUs MOOUIbHON CTAaHLUUU U
YBEJIMUEHHOW CKOPOCTHU NepeMelleHUsI B 217 CKayKOB B CEKyHAY 0OecliedMBaeT MeJJIeHHOe
MIOBTOpPHOE NOo/IKJIYeHHe pabouunx yacToT (SFH) Bo BpeMs ceaHca CBS3HU.

Jis 6opbObI C TMOMEXOBBIM OCJAa0JeHHEM MPUHHUMAeMbIX CHUTHAJIOB, BbI3BaHHBIM
MHOTOJIYYeBbIM pacnpoCTPaHEHUEM PAJMOBOJIH B TOPOJCKHX YCJIOBUSAX, B allllapaType CBA3U
HeoOXO0JMMO MPOBOJAUTH KOPPEKLHI0 HMIYJbCHbIX CHTHAJIOB CO CpeJHEeKBaApPaTUYHbIM
OTKJIOHEHHWEM BpeMeHHU 33JlepKKHU 10 16 MKc. [lis1 o6ecieyeHus
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CrucTeMa CUHXPOHM3AalMM paccydTaHa Ha KOMIIeHCAllMi0 aOCOJIIOTHBIX 3aJepKekK
curHaja A0 233 MKC, 4YTO COOTBETCTBYET MaKCUMaJbHOW JaJbHOCTU CBAISM WJIHU
MaKCHMaJIbHOMY paZiuycy COThI 35 KM.

['ayccoBckasi MaHUNYJIALUS C MUHUMaJIbHBIM OTKJOHeHUeM (GMSK) B ctranzgapte GSM;
WUHpekc MaHMINyJsAMU ycTaHOBJeH Ha ypoBHe 0,3. O6paboTKa peyM OCYILeCTBJASETCH B
paMKax MNpPUHATOM cucteMbl JuddepeHnuanbHol nepegauu peun (DTX), kotopas
obecreunBaeT BKJIIOYEHHE IepeJaTyMKa IPU HaJUYMU pedYeBOro CUrHajJa BO BpeMA
nepepbIBOB UJIM 10 OKOHYAaHUHU Pa3roBopa, a TaKKe BbIKJIIUeHHe NepejaTyrKa.

B kauyecTBe yCTpoWCTBa NpeoOpa3oBaHUsS pedyd OblI BbIOpAaH peyeBOM KOJAEK C
JIMHEWHBIM npeaUKTUBHBIM KOV pOBaHHUEM C peryJisipHbIM VMMIYJbCHBIM
BO30Y>X/leHHeM /J0JITOCPOYHBIM NpeJcKazaHueM M nporHosuvpoBaHueMm (RPE/LTP - LPC -
KoJiek). Ob11as CKOpOCTb Npeobpa3oBaHMs PeuyeBOro CUrHasa coctaBJisieT 13 KO6UT/c.

B ctanpapte GSM AOCTUTHYT BBICOKHM YpOBEHb 6€30MaCHOCTHU MepeAayrd COOOIEHUN;
Coob11eHus 6114 3aIMPOBAHBI C UCIIOJB30BAHUEM AJTOPUTMa IKUPPOBAHUSA C OTKPBITHIM
kao49oM (RSA).

Ta6suna 1. OCHOBHbIE XapaKTEPUCTUKHU cTaHAapTa GSM

Mobile station transmission and support of the station acceptance to do

Frequency, MHz 890...915
Mobile station acceptance to do and support of the station transmission

Frequency, MHz 935...960
Reception to do and transmission frequency duplex dispersion, MGs 45
the radio channel messages transmission speed, kbit /s 270,833
Spoken codec change speed, kbit /s 13
Contact channel of the street width, kgs 200
Maximum number of channels 124
Support at the stations organization to be done communication channels 16...20
maximum number

Modulation type MSK
VT modulation index 0.3
From modulation previous Gaussian filter band width, kgs 82.2
Frequency according to per second jumps number 217
Temporal distribution in intervals 2
Mobile station for frame ( transmit / receive) to do )

Speech codec type RPE LTP
Maximum radius of the market, km up to 35
Channels organization to do scheme ( mixed ) TDMA/FDMA

Functional structure and interfaces adopted in the GSM standard Figure 1 shows the
structure diagram: MSC (Mobile Switching Centre) - mobile communication switching centre;
BSS (Base Station System) - base station equipment; OMS (Operations and Maintenance
Centre) - management and service centre; MS (Mobile Stations) - mobile stations.
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Figure 1. Structure diagram of the GSM standard.

The functional integration of the system is carried out at the interfaces. All network
functional components of the GSM standard interact according to the signaling system MKKTT
N7 (SSIT SS N7). SS N7 is internationally standardized and is designed for the exchange of
signaling information in a digital network of communication with digital program-control
stations. The system is optimized for operation on a digital channel with a speed of 64 kbit/s
and allows you to control the communication process, as well as transmit maintenance and
operational information. In addition, it can be used as a reliable transport system for
transmitting other types of information between stations and specialized centers in
telecommunication networks. SS N7 uses a method of transmitting signaling information on a
special channel common to one or more bundles of information channels. Signal information
must be transmitted in the correct sequence without losses, while terrestrial and satellite
channels can interact. The SS N7 network is a prerequisite for creating a GSM standard
network.

The mobile switching center serves a group of stations and provides all types of
connections necessary for the operation of a mobile station. The MSC switching station is
similar to ISDN and includes an interface between the fixed networks (PSTN, PDN, ISDN, etc.)
and the mobile network. It provides call routing and call control functions. In addition to
performing the usual ISDN functions of the switching station, the MSC is responsible for radio
channel switching functions. These include relaying, which ensures the continuity of
communication when the mobile station changes location from station to station and
reconnects working channels in the station in the event of interference or malfunctions. Each
MSC provides service to mobile subscribers located within the boundaries of a certain
geographical area (for example, Moscow and the region). The MSC controls the call setup and
routing procedures. Signaling for the public switched telephone network (PSTN) according to
the MSC SS N7 protocol provides the function of transferring calls or other types of interfaces
according to the requirements of a specific project.

MSC generates the data necessary for billing for services provided by the
communication network, collects data on the conversations that have taken place and
transmits them to the billing center (billing center). MSC contains statistical information
necessary for monitoring and optimizing the operation of the network.

MSC provides security procedures used to control access to radio channels.

MSC participates in call management, but also manages the control transfer procedures,
in addition to location registration and control transfer in the base station subsystem (BSS).
Location registration of mobile stations is necessary to ensure the delivery of calls from
subscribers of the public telephone network or from other mobile subscribers to mobile
subscribers. The call transfer procedure is capable of maintaining the connection and ensures
the continuation of the conversation when mobile stations move from one service area to
another. In the cells controlled by one base station controller (BSC), calls are transferred by
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this BSC. When the call transfer is carried out between two networks controlled by different
BSCs, the primary control is carried out by the MSC. The GSM standard provides procedures
for transferring calls between networks (controllers) belonging to different MSCs. The
switching center uses the Home Location Register (HLR) and the Location Location Register
(VLR) to keep track of mobile stations. The HLR stores information about the location of any
mobile station, which allows the switching center to transmit the station's call. The HLR
contains the International Mobile Subscriber Identity Number (IMSI).
It is used to identify the mobile station in the Authentication Center (AUC) (Tables 2.3).
Table 2. Composition of long-term data stored in the HLR and VLR

Stored in HLR and VLR far term information composition

HLR VLR
| |
1 IMSI - In Motion subscriber international identification number
2 ISDN international online mobile station number
3 Mobile station category
4 Authentication key
5 Type of support service provision
6 Index of closed user groups
7 Users closed of the group blocking code
8 Transmission possible was main calls composition
9 Notify the calling subscriber
10 Calling subscriber identification number
11 Work schedule
12 Notifying the called subscriber
13 Subscribers in binding signaling control
14 Users closed of the group features ( tools )
15 Closed user group privileges
16 Outgoing calls are prohibited in a closed group of users.
17 Maximum number of subscribers
18 Password to use |

HLR |
|

19 Priority access class i
20 Incoming calls are prohibited in a closed group of users

In practice, the HLR contains a reference database of information about subscribers that
is constantly recorded in the network. It contains selected numbers and addresses, as well as
special information about the authenticity of subscribers, the composition of communication
services, routing. Information about the roaming (strangeness) of the subscriber is registered,
including information about the temporary identification number (TMSI) of the mobile
subscriber and the VLR.

If there are several HLRs in the network, all MSCs and VLRs of the network have remote
access to the information in the HLR, there is one record about the subscriber in the database,
therefore, each HLR contains a certain part of the general database of information about
subscribers in the network. Access to the database of information about subscribers is carried
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out by IMSI or MSISDN (mobile subscriber number of the ISDN network). The database can be
used by MSCs or VLRs belonging to other networks to provide inter-network roaming for

subscribers.
Table 3. Contents of time-based data stored in the HLR and VLR

Stored in HLR and VLR far term information composition

HLR VLR
| |
Authentication and encryption settings TMSI - wuser's timely international
identification number
VLR is assigned mobile of the station Location zone identifier
timely number
VLR migration registry address Home from services use according to
instruction
Mobile station migration zone Number of sales in "relay transmission"
Relay station number Authentication and encryption settings

Registration status

Answer when it wasn't timer ( link)
when turned off ) is turned off
Password this at the moment usable
composition

Communication activity

The second main device that provides control over the migration of a mobile station
from one zone to another is the VLR migration register. With its help, the functions of the
operation of mobile stations outside the boundaries of the zones controlled by the HLR are
achieved. When mobile stations move from the operating area of one base station controller
BSC to the operating area of another BSC during the migration process, it is registered by the
new BSC and information about the communication area number to which the mobile station
calls will be forwarded is entered in the VLR. Since the data in the HLR and VLR are stored,
protection of the memory device of these registers is provided in the event of a breakdown.

The VLR contains the same data as the HLR, but this data remains in the VLR until the
subscriber is in the VLR controlled area.

In the GSM mobile communication network, it is grouped into geographical areas (LA),
to which its own identification number (LAC) is assigned. Each VLR contains information
about subscribers in several LAs. When a mobile subscriber moves from one LA to another, its
location information is automatically updated in the VLR. If the old and new LAs are under
different VLRs, the information in the old VLR is deleted after being copied to the new VLR.
The subscriber's current VLR address in the HLR is also updated.

The VLR ensures that the mobile station's "stray" number (MSRN) is assigned. When a
mobile station receives an incoming call, the VLR selects the MSRN and forwards it to the MSC,
which routes the call to the base stations near the mobile subscriber.

The VLR verifies the transfer number when transferring calls from one MSC to another.
In addition, the VLR manages the allocation of new TMSIs and forwards them to the MSC. It
manages the authentication procedures during call processing. TMSI can be changed from
time to time to complicate the procedure for identifying subscribers at the operator's
discretion. Access to the database can be provided by the VLR via IMSI, TMSI or MSRN. In
general, the VLR contains a local database of information about the subscriber in motion for
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the area where the subscriber is located, which allows you to eliminate constant requests to
the HLR and reduce the time for servicing calls. To prevent unauthorized use of
communication system resources, authentication mechanisms are introduced - subscriber
identity certificates. The authentication center includes several blocks and generates
authentication keys and algorithms. With its help, the subscriber's authority is verified and his
access to the communication network is carried out. The AUS makes a decision on the
parameters of the authentication process and determines the encryption key for subscriber
stations based on the database located in the Equipment Identification Register (EIR).

When using the communication system, each mobile subscriber receives a subscriber
identity module (SIM), which consists of an international mobile identity number (IMSI), its
own authentication key (Ki), and an authentication algorithm (A3).

As a result of the exchange of information between the mobile station and the network, a
full authentication cycle is performed using the information entered into the SIM, and the
subscriber is allowed to use the network.

The procedure for verifying the authenticity of the network subscriber is as follows. The
network transmits a random number (RAND) to the mobile station. It determines the
response value (SRES) using Ki and the authentication algorithm A3, i.e.

SRES = Ki *[RAND |

The mobile station sends the SRES value calculated in the network, which is compared
with the SRES value calculated by the network. If both values match, the mobile station starts
transmitting messages. Otherwise, the connection is disconnected and the mobile
communication indicator shows that there is no delay. SRES calculation occurs in the SIM to
ensure confidentiality. Non-confidential information (e.g. Ki) is not processed in the SIM
module.

The authentication procedure is shown in the diagram in Figure 4.

T
TaDMOK

Kl Panuoranan CeTh
— FATT (SEEZ)

A3

Xa/wy —» SRES —»

géu— -
[y!]
|_]

Figure 4. Authentication principle.

EIR - Equipment Identification Register contains a centralized database of data to verify
the authenticity of the International Mobile Equipment Identity (IMEI) number of a mobile
station. This database is exclusively related to the mobile station equipment. The EIR database
consists of a list of IMEI numbers organized as follows.

WHITE LIST - contains IMEI numbers that are associated with authorized mobile

stations.
BLACK LIST - contains IMEI numbers of mobile stations that have been stolen or

otherwise refused service.
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GREY LIST - contains IMEI numbers of mobile stations with software problems that are
not considered grounds for inclusion in the “black list”.

The EIR database can be accessed remotely by the MSC of this network, as well as MSCs
of other mobile networks.

As in the case of the HLR, a network can have more than one EIR, where each EIR
manages a specific group of IMEIs. The MSC includes a transmitter that returns the EIR
address when receiving an IMEI number, and manages the appropriate part of the device
database.

IWF - inter-network functional connection is one of the components of the MSC. It
provides subscribers with the ability to use the means of changing the protocols and data
transfer rates that can be used to transfer data between the terminal equipment (DIE) of the
GSM network and the ordinary terminal equipment of the registered network. The inter-
network functional connection "separates” the modem from the device's own bank to connect
to the corresponding modem of the registered network. The IWF provides direct connection
type interfaces for the device delivered to the customer, for example, for packet data transfer
PAD according to the X.25 protocol.

ES - echo suppressor is used for all telephone channels (regardless of their length) due
to physical delay in the distribution tracts, including the radio channel of GSM networks PSTN
by MSC aa. A typical echo suppressor ES can provide a 68-millisecond interval in the section
between the output of the registered telephone network and the telephone of the network.
The total delay in the GSM channel during forward and reverse propagation due to signal
processing, speech encoding/decoding, channel coding, etc. is approximately 180 ms. This
delay may not be noticeable to the mobile subscriber unless the hybrid transformer is turned
on, which is a necessary installation in the MSC, since the standard connection in the
telephone channel PSTN is considered two-wire. When connecting two subscribers of the
specified network, there will be no echo signals. Delays in the propagation of signals in the
GSM path without ES activation annoy subscribers, interrupt conversations and distract
attention. OMS - the operation and maintenance center is the central element of the GSM
network, which provides control and management of other components of the network and
monitoring the quality of its operation. OMS is integrated with other components of the GSM
network via data transmission channels of the X.25 protocol. OMS provides the function of
processing emergency signals intended for informing service personnel and registers
information about emergency situations in other network components. Depending on the
nature of the malfunction, OMS is able to eliminate it automatically or with the active
intervention of an employee. OMS can provide verification of the state of network equipment
and the passage of mobile station calls. OMS is able to control the load on the network. The
effective management function includes collecting statistical data on the load from the
components of the GSM network, writing them to disk files and displaying them on the display
for visual analysis. OMS provides management of the database of software changes and
network element configurations. Software loading into memory is carried out from OMS to
other network elements or from them to OMS.

NMC - Network Management Center is able to provide rational hierarchical management
of the GSM network. It provides operation and maintenance at all network levels, supported
by OMS centers responsible for managing regional networks. NMC provides graphical
management of the entire network and provides dispatching management of the network in
complex emergency situations, such as failures or overloaded nodes. In addition, it monitors
the status of the automatic control device implemented in the network equipment and
displays the network status for NMC operators. This allows operators to monitor their
regional problems, and if necessary, provide assistance to the OMS responsible for a specific
region. Thus, the NMC employee knows the overall network status and instructs the OMS
employee to change the strategy for solving the regional problem. NMC - focuses on signaling
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routes and connections between nodes, since it does not allow conditions for overloading the
network. To prevent the spread of congestion between networks, the NMC coordinates the
routing of connections between the GSM and PSTN networks. In this case, the NMC employee
coordinates the network management issues with another NMC employee. The NMC provides
scheduling control for the network equipment of the base station subsystem (BSS). When
subscribers can use the system with high priority (emergency services), the NMC operators
can activate emergency procedures such as "priority access" in experimental situations.

If the local OMS is considered unserviceable, the NMC can take responsibility for any
area, in which case the OMS acts as a transit point between the network NVC and the
equipment. The NMC provides operators with functions similar to those of the OMS.

The NMC is an important network planning tool, since the NMC monitors the network
and its operation at the network level, in particular, it provides network planning with
information that determines its optimal development.

BSS is a base station equipment, which includes a base station controller (BSC) and base
transceiver stations (BTS). The base station controller can control several transceiver units.
The BSS manages the allocation of radio channels, controls connections, regulates their
queuing, provides frequency hopping operation, signal modulation and demodulation,
message encoding and decoding, speech encoding, speech, data and paging rate adaptation,
and determines the queue for transmitting personal paging messages.

The BSS performs some functions in the operation of the MSC, HLR, VLR, for example:
channel release under the control of the MSC, but the MSC can request the base station to
provide channel release if the call is not received due to radio interference. The BSS and MSC
together provide priority transmission of information for certain categories of mobile
stations.

TSE is a transcoder that converts the outgoing signals of the MSC speech and data
channel (64 kbit/s IKM) to the form of the corresponding GSM recommendations (GSM 04.08
recommendations) over the radio interface.

The transmission rate of speech presented in digital form in accordance with these
requirements is 13 kbit/s. This digital speech signal transmission channel is called “full-rate”.
The standard provides for the use of a half-rate speech channel in the future (transmission
rate 6.5 kbit/s).

The transmission rate is reduced by using a special speech converter using linear
predictive coding (LPC), long-term prediction (LTP), residual impulse excitation (RPE -
sometimes called RELP).

The transcoder is usually located together with the MSS, in which the transmission of
digital messages in the direction of the base stations - BSC controller is carried out by adding
additional bits (staging) to the stream with a transmission rate of 13 kbit/s up to a data rate of
16 kbit/s. Then 4-fold compression is performed on the standard channel of 64 kbit/s. Thus, a
30-channel IKM line is formed, which provides the transmission of 120 speech channels
defined by the GSM recommendations.

The sixteenth channel (64 kbit/s) is allocated separately for the transmission of
“temporal window” signaling information and usually contains the SS N7 or LAPD graphic. On
the other channel (64 kbit/s) a data packet compatible with the MKKTT X.25 protocol can be
transmitted.

Thus, the resulting transmission rate for the specified interface is 30x64 kbit/s + 64
kbit/s + 64 kbit/s = 2048 kbit/s.

MS is a mobile station, which is a device that serves to organize the use of existing fixed
networks of electrical communication by subscribers of GSM networks. Within the framework
of the GSM standard, 5 classes of mobile stations are accepted, from the class 1 model with an
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output power of 20 W installed in the transport model to the class 5 portable model with a
maximum power of 0.8 W. Adaptive adjustment of the transmitter power is provided, which
ensures the required communication quality when transmitting messages.

The mobile station and the mobile subscriber are independent of each other. Each

subscriber has an international identification number (IMSI), which is recorded on its smart
card. This approach allows installing radio telephones in taxis and cars for rent. Each mobile
station is assigned an international identification number (IMEI). This number is used to
prevent a stolen station or unauthorized station from being able to use GSM networks. In
conclusion, the authentication and security systems of the GSM network, as well as the
processes of identifying subscribers and verifying their authenticity in the network, are
widely covered. Network components such as HLR and VLR play an important role in storing
subscriber information and managing the network. Network security is ensured by the
Authentication Center (AUC) and the Equipment Identification Registry (EIR). Also, the
operation and maintenance centers (OMS) and the network management centers (NMC)
monitor the optimal operation of the network. In general, the authentication system and
security protocols of the GSM network serve to ensure the reliability and security of mobile
communication services.
References:

1. Brown, T., & Davis, M. (2018). Emergency Protocols and Safety Management for UAV
Operations. Journal of Aerospace Safety.

2. Garcia, R., & Martinez, J. (2021). Autonomous Control Systems in UAVs: Advances and
Challenges. International Journal of Robotics and Automation.
3. Gonzalez, A., et al. (2020). Predictive Maintenance Techniques for Unmanned Aerial

Vehicles. Journal of Mechanical Engineering.

4, Harris, K., et al. (2022). Optimizing Technical Maintenance for UAVs: Emerging
Technologies and Methods. Aerospace Engineering Review.

5. Jones, P., et al. (2023). Real-Time Data Analysis in UAV Operations: Techniques and
Applications. Data Science in Aerospace.

6. Khan, A, & Ali, R. (2022). Training and Certification for UAV Operators: Current
Practices and Future Directions. Aviation Safety Journal.

7. Lee, S., et al. (2019). Flight Planning and Optimization for Unmanned Aerial Systems.
Journal of Flight Management.

8. Miller, H., & Wilson, R. (2020). Software Solutions for UAV Flight Planning and
Monitoring. Computing and Aerospace Systems.

31

>
-
«
=
(=
«
J—
=
=
)
=
2]
2]
L
1)
)
£
=
=
>
-
o
aa)
oy




